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On 10 March 2026, the Central Bank of Nigeria issued Circular BSD/DIR/PUB/LAB/019/002, making automated
Anti-Money Laundering solutions mandatory for every regulated financial institution in Nigeria. These new CBN
AML deployment standards embed a sweeping set of cybersecurity and data protection obligations that will
define whether you pass or fail your next regulatory examination.

A Landmark Moment for Nigerian Financial Compliance

Nigeria's financial sector has undergone a dramatic digital transformation over the past decade. Mobile money,
instant payments, digital banks and fintech platforms now process billions of naira in transactions daily, at a
velocity and complexity that manual compliance processes simply cannot keep pace with.

Circular BSD/DIR/PUB/LAB/019/002, titled "Issuance of Baseline Standards for Automated Anti-Money Laundering
Solution for Financial Institutions in Nigeria," establishes the minimum threshold for automated AML/CFT/CPF
systems across all banks, mobile money operators, international money transfer operators, payment service
providers, and every other CBN-regulated entity. These CBN AML standards are not guidance. They are a
mandate, with hard deadlines, supervisory monitoring, and real penalties.

"The Baseline Standards provide a framework for implementing automated solutions that strengthen the
detection and reporting of suspicious transactions in real time and enhance compliance with applicable
AML/CFT/CPF laws and regulations.” — Central Bank of Nigeria, March 2026

Your Deadlines — Know Them Now

The circular establishes a three-tier compliance timeline starting from 10 March 2026. Every institution operating
under the CBN AML deployment standards must have already begun preparing.

10 June 2026 Sept 2027 Mar 2028
3 MONTHS 18 MONTHS 24 MONTHS
All institutions must submit Deposit Money Banks must Other Financial Institutions
implementation roadmaps to the achieve full compliance with including microfinance banks,
CBN Compliance Department all baseline standards MNOs, PSPs and IMTOs

Institutions seeking fresh CBN authorisation must now demonstrate compliance with the CBN AML standards, or
present a credible implementation plan, as part of the licensing process. The bar for new entrants has risen
significantly.
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What the Standards Require: A Cybersecurity & Data Lens

Most commentary on this circular has focused on AML functionality: transaction monitoring, KYC/KYB and
sanctions screening. These are important. But the CBN AML standards embed a set of cybersecurity and data
protection requirements that are just as demanding and carry their own compliance obligations.

1. Tamper-Proof Audit Trails

The CBN mandates that all AML systems — as part of the CBN AML deployment standards — maintain
immutable, tamper-proof audit trails. Every alert generated, every decision made, every investigation opened or
closed must be logged in a way that cannot be altered after the fact. For institutions still running fragmented or
manually maintained logs, this represents a fundamental architectural change.

2. Secure Authentication & Role-Based Access Controls

The standards require secure authentication systems and role-based workflows throughout the AML platform. Only
authorised personnel should have access to sensitive case data, and that access must be logged, audited, and
capable of being revoked immediately. Weaknesses in your IAM framework will directly expose your AML
compliance.

3. Compliance with the Nigeria Data Protection Act (NDPA)

The CBN explicitly requires that AML solutions comply with the Nigeria Data Protection Act. Your AML system will
process large volumes of personal data: customer profiles, transaction histories, biometric identifiers and PEP
screenings. Every data subject right, every lawful basis for processing, and every cross-border transfer safeguard
mandated under the NDPA applies. If your AML vendor stores or processes data outside Nigeria, you may also
need to address international data transfer mechanisms under the NDPA. This is a live compliance exposure right
now.

4. Vendor & Third-Party Risk Management

The circular dedicates significant attention to third-party and vendor risk. Your AML solution provider must be
subjected to due diligence covering procurement, implementation, ongoing support, incident handling and exit
strategies. Documented policies must manage any vendor transition without compromising client data or regulatory
reporting continuity.

5. Real-Time Monitoring & CBN Al Standards

The CBN explicitly encourages, and in effect requires, the deployment of Al and machine learning for suspicious
transaction detection. Under the CBN Al standards embedded in this circular, institutions must maintain a
documented governance framework for any Al/ML models used: human oversight, explainability requirements, and
independent annual validation. Al that cannot explain why it flagged a transaction is not CBN Al
standards-compliant. Alignment with these requirements is now a condition of operating an automated AML
solution in Nigeria.
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The Four Cybersecurity Pillars Every Institution Must Get Right

01 02

DATA SECURITY PRIVACY BY DESIGN

ARCHITECTURE NDPA compliance cannot be retrofitted. Data minimisation,
Your AML platform must protect data at rest and in transit, with purpose limitation and retention policies must be built into the
access controls that match the sensitivity of the information architecture of your AML system, not bolted on after
processed. Encryption, segmentation and monitoring are baseline implementation.

requirements, not optional extras.

03 04

INCIDENT RESPONSE VENDOR DUE DILIGENCE
READINESS Your AML vendor is a data processor under the NDPA. You are the
A breach of your AML system is both a cybersecurity incident and a data controller and responsible for their security posture. Contracts,

regulatory notification event. Your incident response plan must audits and exit plans are mandatory requirements.

address both dimensions simultaneously and be tested before you
need it.

What Happens If You Don't Comply?

The CBN has been explicit. Institutions that fail to meet the CBN AML deployment standards, or that operate
AML solutions resulting in ineffective controls, face the following consequences:

Remedial directives
Formal regulatory instructions to fix identified gaps, potentially within very short timeframes and under close
supervisory oversight.

Administrative sanctions
Public reprimands, restrictions on business activities, and reputational damage that is difficult to reverse in a
competitive market.

Financial penalties
Enforceable under the CBN Act 2007 and BOFIA 2020, with personal liability extending to accountable
individuals within the institution.

Licensing implications
Non-compliance can block or reverse authorisation decisions for new entrants and institutions seeking
changes.

BB E

Compliance will be monitored through off-site surveillance, on-site examinations, and thematic regulatory reviews.
The CBN has the tools to do so systematically.
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What Should Your Institution Do Right Now?

With the roadmap submission deadline of 10 June 2026 less than three months away, institutions that have not yet
begun their gap assessment against the CBN AML deployment standards are already behind the optimal
preparation curve.

1 Gap Assessment
Map your current AML infrastructure against each of the CBN AML standards baseline requirements.
Include cybersecurity controls, data protection practices, vendor arrangements and audit trail
capabilities.

2 Vendor Review
Assess whether your current AML solution provider can meet the CBN's technical and security
standards. If not, you need to know now, not in Month 15.

3 NDPA Alignment
Conduct a data protection impact assessment (DPIA) specific to your AML processing activities.
Identify lawful bases, data flows, third-party transfers and retention schedules.

4 Roadmap Development
Build a credible, time-bound implementation roadmap covering technology deployment, process
changes, governance frameworks and staff training, ready for CBN submission by 10 June.

5 Al Governance
If your AML solution uses or will use AlI/ML, establish the explainability, oversight and annual validation
framework required under the CBN Al standards embedded in this circular from day one. Institutions
that deploy Al without meeting these CBN Al standards face the same enforcement exposure as any
other compliance gap.

The Bigger Picture: Nigeria's AML Maturity Moment

Nigeria's removal from the FATF grey list in 2025 was a hard-won achievement, built on years of regulatory effort
and institutional reform. The CBN AML deployment standards are designed to lock in those gains and raise the
floor of compliance across the entire financial sector.

For forward-thinking institutions, this is not a burden. It is an opportunity. Institutions that build robust,
well-governed AML infrastructure — and that align their Al systems with the CBN Al standards — will be better
positioned for the next wave of regulatory expectations, better protected against financial crime exposure, and
more trusted by international counterparties and correspondent banks.

The question is not whether you will comply with the CBN AML standards. It is whether you will be ready in time,

and whether your cybersecurity and data protection posture will hold up when the CBN comes to look.

Source: Central Bank of Nigeria, Circular BSD/DIR/PUB/LAB/019/002, March 2026. This article is for informational purposes only and does not
constitute legal or regulatory advice.
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Ready to Get CEN-Compliant?

GRCK Ltd helps Nigerian financial institutions navigate regulatory compliance at the intersection of AML,
cybersecurity and data protection. From roadmap development to vendor risk reviews, NDPA alignment and CBN
Al standards governance, we provide the expertise you need to meet your CBN AML deployment standards
obligations with confidence.

Cybersecurity Data Protection Vendor Risk

Advisory (NDPA) Management Regulatory Roadmaps Al Governance

Get in touch: www.grckco.com | info@grckco.com

Your data. Your compliance. Our expertise.
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